Certified Privacy & EU GDPR
Practitioner (CPEGP)

A Global Certification Course

Globally, data privacy gains momentum and failure of protecting
data of private nature results in huge penalties and reputation
loss. Governments have to protect the privacy of citizens' data and
hence for those deliver products or services too.

An inevitable certification for those who want to understand
and implement data privacy in general and EU GDPR in
particular. This three days training course is focused on

equipping delegates with the knowledge and skills to
implement an effective privacy and information security
compliance program under the GDPR or any other privacy
law or regulation.

For whom is this course?

Security, Privacy Consultants

/ Privacy Managers

S Data Protection Officers
M 5%% Information Security Managers
IT Managers

Project Managers
Corporate Governance Managers

A hands on CO“I’SG! Risk and Compliance Managers

General or Privacy Counsels
GRC Professionals
Individuals who wish to work on data privacy and/or GDPR

Get a thorough understanding of data privacy domain and EU GDPR with
practical applicability knowledge. Get ready to implement data privacy.

. e
@ GRC Mentor va& -



The Course Coverage

e The concept of data privacy - Definition of Privacy and Private Data

o Evolvement of data privacy

o Overview of General Privacy Principles and evolution of privacy principles

e The significance and relevance of data privacy principles in data privacy laws

¢ Significant Global Data Privacy Laws - Privacy regulations of USA, South Korea, Singapore,
Malaysia, Philippines, China, Australia / New Zealand, Thailand, CCPA, LDPD of Brazil,
Indian PDPA (Proposed)

o Other sector specific privacy regulations - HIPAA, GLBA, ePrivacy Regulation

e The Evolvement of EU GDPR

e Scope & Application of GDPR

o Key Components and Provisions of GDPR

¢ Organisational Requirements

o Privacy by Design and Privacy by Default

o GDPR Principles

 Key GDPR Roles & Responsibilities - Controller, Processor, Data Protection Officer etc.

o Data Transfer to Third Countries

o Data Subject Rights

o Legal Implications of Violation of GDPR, the Penalties, Liabilities and Exemptions

o GDPR Implementation Steps - Gap Analysis and Roadmap

o Data Mapping

o Data Protection Impact Assessment (Data Privacy Risk Assessment / PIA / DPIA) - How to
Conduct a DPIA and the Importance of DPIA

¢ GDPR and the Cloud Services, |oT and Cybersecurity

o GDPR Enforcement - The Regulatory Organisation Structure

o The Roles and Responsibilities of Data Protection Officer (DPO) and the Necessity

e Privacy Incident (Privacy Breach) Management and Reporting

o Data Privacy Best Practices and Standards - BS 10012, ISO/IEC 27001, ISO/IEC 27701,
ISO/IEC 27018, ISO/IEC 29100, NIST Framework, COBIT - How to make use of to comply
with GDPR

WWw.grcmentor.com/cpegp

This course is based on practical exercises addressing the implementation

nuances and purported to be providing with hands on experience.

Accreditation

This course is accredited by g
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